UY BAN NHAN DAN CONG HOA XA HOQI CHU NGHIA VIET NAM
XA THANH PINH Poc lap - Tw do - Hanh phtc

Sé: 17 JUBND - VHXH Thanh Pinh, ngady 13 thang 01 ndm 2025

V/V tinh hinh an toan thdng tin mang
Viét Nam thang 11/2024 va két qua
gidm sat an toan théng tin mang tinh

Thai Nguyén thang 12/2024

Kinh gui: 7
- Cac ban nganh, doan thé xa Thanh Dinh;
- C4c trudng hoc, tram y té xa Thanh Dinh,

Cin cir Cong van sb 477/VHTT-TH ngay 31/12/2024 cua Phong Van hoa va
Thong tin huyén Dinh Hoa vé tinh hinh an toan thong tin mang Viét Nam thang 11/2024
va két qua gidm sat an toan thong tin mang tinh Thai nguyén thang 12/2024.

Nham dam bao an toan thdng tin cho hé thdng thdng tin cia cac ban nganh, doan
thé, truong hoc, tramy té vé tinh hinh an toan théng tin mang Viét Nam thang 11/2024,
két qua giam sat an toan thdng tin mang (SOC) tinh Thai Nguyén thang 12/2024. Noi
dung cung cap thdng tin vé cac su kién an toan théng tin mang, xu hudng tan cong
mang, cac 15 hong an toan théng tin méi duoc cong bo... gop phan dam bao an toan
cho cac hé thong théng tin ding chung, lién théng cua tinh. UBND xa Thanh Binh
thong tin dén cac ban nganh, doan thé, truong hoc, tram y té nghién ciu cac nguy co,
rai ro vé an toan thong tin theo noi dung khuyén nghi dugc néu tai Bao céo s6 24/BC-
CATTT va van ban nay, thuc hién ra soat, danh gia, xir Iy cac van dé vé an toan théng
tin mang (néu co).

(C6 phu luc théng tin vé cac 16 hong bao mdt va hwéng dan khaic phuc dinh kém)

Cin ¢t cac ndi dung néu trén, UBND x& Thanh Dinh dé nghi cic ban nganh, doan
thé, truong hoc, tram y té trén dja ban x4 quan tam trién khai thuc hién; trong qua trinh
thuc hién néu c6 kho khan, vuéng mac, phan anh kip thoi vé Phong Vin hoa va Thong
tin dé dugc hudng dan, hd tro. Thong tin dau méi lién hé: Ong Ngd Nguyén Long, cdng
chic biét phai Phong Vian héa va Thong tin, sé dién thoai 0943905333./.

Noi nhan: TM. UY BAN NHAN DAN
- Nhu trén; CHU TICH
- TT Pang ty, TT HDND; iy
- Lanh dao UBND;

- Luu: VP, VHXH/ #*

'I’"hl‘lng Van Dang
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PHU LUC: TINH AN TOAN THONG TIN,

KET QUA GIAM SAT AN TOAN THONG TIN TAI TRUNG TAM (SOC)
TINH THAI NGUYEN

/ VHTT-TT ngay 31/ 12/2024
cua Phong Van hoa va Thong tin)
I. KET QUA GIAM SAT AN TOAN THONG TIN MANG (SOC) TINH
THAI NGUYEN THANG 12/2024
1. Tinh hinh trién khai céng tac phong chéng phan mém déc hai va chia sé
dir liéu ma doc

(Kém theo Céng van so:

Pén thoi diém thang 12/2024, Hé théng giam sat an toan théng tin mang ghi nhan
2.969 may tinh cua cac co quan t6 chirc nha nudc dugc cai dat va chia sé dix liéu ma
doc.

Ty Ié may co két ndilkhang két ndi

Ty I€ cac phién ban update Ty I€ gia hé diéu hanh cac may

O s6 may co két ni © Windows 10 for x64

© 56 may khdng két ndi © Windows 7 for x64

2. Tinh hinh lay nhiém ma déc

Trong thang 12/2024, H¢ thong giam sat an toan thdng tin mang ghi nhan va xt ly
313 may tinh ctia cac co quan td chie nha nude ¢ dau hiéu bi nhiém ma doc.

Ten may P May chu Sofiledaxirly 4 Sologivius 4 Phién ban Ty 1& cac may bi nhiém

DESKTOP-IST083G 192 168 1 44 UBND huyen Dai Tu 2 8181
TOP-PPLF2JV 192.168.1.204 So Tu Phap

192.168.1.118 So

26.234.1.70

5 AdminPC 192 168.1.50

6 Admin 192 16815

7 THUYANH_BT

1721678
:3 0934363833 192.168.1.17

WINDOWS-MKBKUCA 192.168.1.9

) wPC 192 168.1.102

313
JBND thanh pho Pho Yen may nhigm
UBND huyen Vo Nhai
Dai PT TH Thai Nguyen
UBND huyen Dai Tu

UBND thanh pho Pho Yen

UBND huyen Vo Nhai

(Thong ké danh sach 10 mdu virus 1ay nhiéu nhat)

3. Két ndi nguy hiém da xir ly:

Trong thang 12/2024, H¢ thdng giam sat an toan thong tin mang phan tich va phat
hién mot s6 may tinh cua co quan nha nude ¢d két noi dén dia chi IP/Domain nghi ngo
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doc hai (57) do phan mém phong chéng ma doc da ghi nhan.

Dia chi Tong so két n6i canh bao 4 SO0 may két noi $ Ty & cac dia chi canh bao

182 16819 15 1

17216.0 145

192 168 88 106

192 168 112

182 168 120

192 168 88 101

17216.0 147

192 168 9 106

192 168 88 102

12782101

(Thang ké danh sach 10 két néi nghi ngo phat sinh trong thang)
4. Piém yéu, 16 hong ton tai trén may tinh ciia cac co quan to chic:

Trong thang 12/2024, Hé théng giam sat an toan thong tin mang da ghi nhén c6
1.075 diém yéu, 16 hong an toan thdng tin trén may tinh caa cac co quan t6 chic nha
nude trén dia ban tinh.

Tén 15 hong S6 may c6 15 hong # Ty & cac loai 16 héng
CVE-2022-26809 ™

676

623

390

365

356

33

280

261

253

(Théng ké diém yéu, 16 hong xuat hién nhiéu nhat)
5. Giam sat, dam bao an toan an ninh thong tin

Trong thang 12/2024, di phat hién, ngin chin hon 400.000 két ndi nguy hiém,
loai bo 10.213 thu réc, chan va xir 1y 84 thu chira ma doc.

I1. TINH AN TOAN THONG TIN TREN CA NUOC
(Chi tiét tai 40 céo sé 24/BC-CATTT ngay 16/12/2024
cua Cuc An toan thong tin gui kém theo)

1. Piém yéu, 16 hdng ton tai trén may tinh cia cac co quan, to chire, don vi
trong thang 11/2024

Trong thang 11/2024, Trung tam Giam sat an toan khong gian mang québc gia
(NCSC) phat hién trén 73.979 diém yéu, 15 hong an toan thdng tin tai cac may chu,
may tram, hé théng thong tin cua cac co quan t6 chirc nha nuéc; phét hién hon 1.600
16 hong trén 5.000 hé thong dang mo cong khai trén Internet. Trung tam NCSC ciing
d3 ghi nhan 12 16 hong méi duoc cong bd, cd mirc d6 anh huong Nghiém trong/Cao
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c6 thé bi loi dung dé tan cdng, khai thac vao cac hé théng cua cac co quan, to chic.
Céc l6 hong nay la cac 16 hong ton tai trén cac san pham pho bién ctaa nhi¢u co quan,
to chuc, doanh nghiép.

2. Théng Ké céc 16 héng dang chi y dwoc ghi nhan trong thang 11/2024:

Ma diem

TT Ghi chu

yéu/16 hong

- Piém CVSS: 6.5 (Cao)

- M6 ta: L3 hong cho
pheép doi tuong tan cong

thuc hién tan cong gia ) _
| CVE-2024- mao (Spoofing) https://nvd.nist.gov/vuln/detail/CVE-

43451 . ) 2024-43451
- Anh huong: Windows

- Lb héng dd c6 ma khai
thac va dang bi khai thac
trong thuc té

- biém CVSS: 7.5 (Cao)

- M6 ta: L& hong cho

phép ddi twong tin cong

truy cap va thyc hién céc

hanh vi trai phép

CVE-2024- |. Anh huéng: Oracle | hitps://nvd.nist.gov/vuln/detail/CVE-
21287 Agile PLM Framework 2024-21287

thuoc  Oracle  Supply
Chain

- L& hong d3 c6 ma khai
thac va dang bi khai thac
trong thuc té

- Biém CVSS: Chua xac
dinh

- Mo ta: Lb hépg cho
phép doi tugng tan cong

truy cap va thuc hién céac ) ,
3 CVE-2024- | panh vi trai phép https://nvd.nist.gov/vuln/detail/CVE-

11680 , 2024-11680
- Anh huong:

ProjectSend
- Lb héng dd c6 ma khai
thac va dang bi khai thac
trong thuc té




CVE-2024-
0012

- Diém CVSS: 9.8
(Nghiém trong)

- Mo ta: L hé}lg cho
phép doi tuong tan cong
thuc hién téq cong leo
thang dac quyén

- Anh hudng: Palo Alto
Networks PAN-OS

- L) héng dd c6 ma khai
thac va dang bi khai thac
trong thuc té

https://nvd.nist.gov/vuln/detail/CVE-
2024-0012

CVE-2024-
9474

- Piém CVSS: 7.2 (Cao)

- Mo ta: Lb hépg cho
pheép doi tuong tan cong
thuc hién tan cong leo
thang dac quyén

- Anh hudng: Palo Alto
Networks PAN-OS

- LS hong d3 c6 ma khai
thac va dang bi khai thac
trong thuc té

https://nvd.nist.gov/vuln/detail/CVE-
2024-9474

CVE-2024-
44308

- biém CVSS: 8.8 (Cao)
- Mo ta: Lo hépg cho
phép doi tugng tan cong
thuce thi ma tir xa

- Anh huéng: Safari, i0S,
1PadOSs, macOS,
visionOS cua Apple

- Lb hong dd c¢6 ma khai
thac va dang bi khai thac
trong thuc té

https://nvd.nist.gov/vuln/detail/CVE-
2024-44308

CVE-2024-
47575

- Dbiém CVSS: 9.8
(Nghiém trong)

- Mo ta: Lb hépg cho
phép doi tugng tan cong
thuc thi ma tir xa

- Anh huong:
FortiManager

https://nvd.nist.gov/vuln/detail/CVE-
2024-47575
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- L6 hong dd c6 ma khai
thac va dang bi khai théac
trong thuc té

CVE-2024-
44309

- Piém CVSS: 6.1 (Trung
binh)

- M6 ta: L& hong cho
phép ddi twong tin cong
truy cap va thuc hién céc
hanh vi trai phép

- Anh hudng: Safari, i0S,
1PadOSs, macOS,
visionOS cua Apple

- Lb héng dd c6 ma khai
thac va dang bi khai thac
trong thuc té

https://nvd.nist.gov/vuln/detail/CVE-

2024-44309

CVE-2024-
45519

- Piém CVSS: 9.8
(Nghiém trong)

- M6 ti: Lo hong cho
phép doi tugng tan cong
thuc thi ma tir xa

- Anh huong: Zimbra
Collaboration (ZCS)

- L6 hong da c¢6 ma khai
thac va dang bi khai thac
trong thuc té

https://nvd.nist.gov/vuln/detail/CVE-

2024-45519

10

CVE-2024-
9264

- biém CVSS: 8.8 (Cao)

- M6 ta: L& hong cho
phép dbi tuong tdn cong
khai thac 16i Command
Injection, truy cap va thuc
hién cac hanh vi trai phép.
- Anh huéng: Grafana

- Lb hong dd c¢6 ma khai
thac va dang bi khai thac
trong thuc té

https://nvd.nist.gov/vuln/detail/ CVE-

2024-9264

11

CVE-2023-
32428

- biém CVSS: 7.8 (Cao)

- M6 ta: L3 hong cho
phép doi tugng tan cong

https://nvd.nist.gov/vuln/detail/ CVE-

2023-32428
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thuc hién téq cong leo
thang dac quyén

- Anh hudng: macOS,
tvOS, 10S, iPadOS,
watchOS cua Apple

- Lb hdng chwa c6 mi
khai thac va dang bi khai
thac trong thuc té

- Piém CVSS: 9.8
(Nghiém trong)

- Mo ta: Lb hépg cho
phép doi tugng tan cong
truy cap va thyc hién céc

12 CVE-2024- hanh vi tréi phép. https://nvd.nist.gov/vuln/detail/CVE-
47533 , 2024-47533
- Anh hudng: Cobbler
trén Linux

- Lb hdng chua c6 mai
khai thac va dang b1 khai
thac trong thuc té

3. Mt s6 16 hong van con ton tai pho bién trén cac may ciia co’ quan, to chirc
ghi nhan trong thang 11/2024

Ma diém yéu/ sv bi
TT y SL may bi

|6 héng anh hll’()’ﬂg

https://nvd.nist.gov/vuln/detail/

1 | CVE-2022-26809 14343 CVE-2022-26809

https://nvd.nist.gov/vuln/detail/
2 | CVE-2023-21716 6467 CVE-2023-21716

https://nvd.nist.gov/vuln/detail/

3 | CVE-2024-48618 5143 CVE-2024-43618

https://nvd.nist.gov/vuln/detail/

4 | CVE-2024-49046 4722 CVE-2024-49046

https://nvd.nist.gov/vuln/detail/

S5 | CVE-2023-40477 2267 CVE-2024-40477

https://nvd.nist.gov/vuln/detail/

6 | CVE-2024-10827 1531 CVE-2024-10827




https://nvd.nist.gov/vuln/detail/

7 | CVE-2024-49039 1521 CVE-2021-49039

https://nvd.nist.gov/vuln/detail/

8 | CVE-2021-40444 1297 CVE-2024-40444

https://nvd.nist.gov/vuln/detail/

9 | CVE-2024-10488 1277 CVE-2024-10488

https://nvd.nist.gov/vuln/detail/

10 | CVE-2023-38831 1197 CVE-2021-38831

I1l. KHUYEN NGHI VA HUONG DAN KHAC PHUC

- Nham dam bao an toan théng tin cho hé thong thong tin, dé nghi cac co quan,
don vi, dia phuong chi dao bo phan chuyén trach vé cong nghé théng tin/an toan thong
tin phdi hop vai bo phan co lién quan thuc hién kiém tra, ra soat hé théng, xu Iy cac
van dé vé an toan thong tin mang trong hé théng, dé tranh nguy co bi tan cong.

- Tang cuong giam sat va san sang phuong an xt ly khi phat hién c6 dau hiéu bi
khai théc, tan cong Mmang; dong thoi thuong xuyén theo doi kénh canh bao cua cac co
quan chirc néng va cac t6 chuc 16n vé an toan thong tin dé phat hién kip thoi cac nguy
co tan céng mang.

- Tuy@n truyén thuong xuyén, lién tuc téi‘toan thé can b, céng chc, vién chuc,
ngudi lao dong cua co quan, don vi minh nham nang cao nhan thac va trang bi Ky
nang dam bao an toan théng tin trén khéng gian mang.

- Trong trudng hop can thiét ¢d thé lién hé dau méi hd tro:

+ Ong Ngd Nguyén Long, cong chuc biét phai Phong Van hoa va Thong tin, sb
dién thoai: 0943.905.333.

4. Tai liéu tham khao

https://msrc.microsoft.com/update-quide/
https://www.zerodayinitiative.com/blog/2024/1/9/the-january-2024-security-
update-review



https://msrc.microsoft.com/update-guide/
https://msrc.microsoft.com/update-guide/
https://www.zerodayinitiative.com/blog/2024/1/9/the-january-2024-security-update-review
https://www.zerodayinitiative.com/blog/2024/1/9/the-january-2024-security-update-review
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PHU LUC: TINH AN TOAN THONG TIN,

KET QUA GIAM SAT AN TOAN THONG TIN TAl TRUNG TAM (SOC) TINH
THAI NGUYEN

(Kém theo Cong van sé: /VHTT-TT ngay  /8/2024
cua Phong Van hoa va Thong tin)

1. KET QUA GIAM SAT AN TOAN THONG TIN TAlI TRUNG TAM GIAM SAT AN
TOAN THONG TIN MANG (SOC) TINH THAI NGUYEN THANG 8/2024

1. Tinh hinh trién khai céng tac phong chéng phan mém doc hai va chia sé
dir liéu ma doc

Bén thoi diem ngay 15/8/2024, H¢ thong quan Iy tap trung tai Trung tam SOC
tinh Thai Nguyén ghi nhan 2.801 may tinh cta cac co quan td chirc nha nudc duoc
cai dat va chia sé dir liéu ma doc.

Ty I& may co két ndirkhéng két néi Ty I& cac phién ban update Ty Ié gira hé diéu hanh cac may

© sé may co két ndi rsion © Windows 10 for x64

© sé may khang két ndi rsion © Windows T for x64

2. Tinh hinh 13y nhiém ma déc

Trong thang 8/2024, Hé théng quan Iy tap trung tai Trung tam SOC tinh Thai
Nguyén ghi nhan va xu ly 165 may tinh cua cac co quan to chirc nha nudc ¢d dau hiéu
bi nhiém ma doc.

Loai virus S0 file da xir Iy 4 S0 may nhiém 4 Mirc do nguy hiém Ty 1é cac loai virus

86 57 4t cao 235

- 26 Loai virus

67
53

52

= © W32 BrowserSpy 9c3167e5 © SuspBenavior

© w2 AcadmxDQr Worm © w32 xFieusB worm
42

O xemMLaroux O wamroz

(Théng ké danh sach 10 mdu virus lay nhiéu nhat)
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3. Két néi nguy hiém da xir ly:

Trong thang 8/2024, Hé théng quan ly tap trung tai Trung tdm SOC tinh Thg’ai
Nguyén phan tich va phat hi¢n mot so may tinh cua co quan nha nuéc ¢6 ket noi den
dia chi IP/Domain nghi ngo doc hai (179) do cac phan mém phong chong ma doc da
ghi nhan.

Bia chi Tong sb két ndi canh bdo $ Ty 1& cac dia chi canh bao

18216810016 3 1
182.168.1.12 1

182.168.1.30 4

204.11.56.48 5 179
192.168.1.29 Bia chi
192168 1.15
172.165.9
1821681007

T O 19216810016 O 192168112

O 192168130 QO 204115648
112782101

0 mmizm 0 s
(Théng ké danh sach 10 két ni nghi ngor phat sinh trong thang)
4. Piém yéu, 16 hong ton tai trén may tinh cia cac co quan to chic:

Trong thang 8/2024, Hé théng quan Iy tap trung tai Trung tdm SOC tinh Thai
Nguyén di ghi nhan c6 1.148 diém yéu, 16 hong an toan thdng tin trén may tinh cua
cac co quan to chire nha nudc trén dia ban tinh.

Ten may P Méy chi 4 Phién ban T§ 16 cic may c6 16 héng

192 168.0.104 So Nong nghiep va PTNT :3 7968

Q Tommy_Phan O xuan

192.168.1.24 UBND huyen Vo Nhai B 7968
O nbinang © WINDOWS P2GETHN
192.168.1.8 UBND huyen Dong Hy B 7968
© SGD_PKT_HONGPTT © sonvrc

(Thdng ké diém yéu, 16 héng xudt hién nhiéu nhdt)
5. Giam sat, dam bao an toan an ninh thong tin

Trong thang 8/2024, Trung tam ,giém sat an toan thdng tin mang (SOC) tinh Thai
Nguyén da phat hién 478.214 két noi nguy hiém, loai bo 10.549 thu rac, chan va xur
1y 31 thu chira ma doc.

I1. TINH AN TOAN THONG TIN TREN CA NUOC
(Chi tiét tai B4o céo sé 13/BC-CATTT ngay 09/8/2024
cua Cuc An toan thong tin gui kém theo)

1. Piém yéu, 16 hdng ton tai trén may tinh cia cac co quan, to chire, don vi
trong thang 7/2024
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Trong thang 7/2024, Trung tdm Giam sat an toan khdng gian mang quéc gia
(NCSC) phat hién trén 36.497 diém yéu, 16 hong an toan théng tin tai cac may chu,
may tram, hé théng thong tin caa cac co quan t6 chirc nha nuéc; phat hién hon 1.600
15 hong trén 5.000 hé thong dang mé cdng khai trén Internet. Trung tam NCSC ciing
da ghi nhan 12 15 hong méi dugc cong bd, cd mirc do anh huong Nghiém trong/Cao
c6 thé bj lgi dung dé tan cong, khai thac vao cac hé thong Cla cdc co quan, t chuec.
Cac 156 hong nay l1a céc 16 hong ton tai trén cac san pham phd bién caa nhiéu co quan,
t6 chtrc, doanh nghiép.

2. Thong keé céc 16 hong dang chii y dwoc ghi nhan trong thang 7/2024:

T | MAdiim
yeu/lo hong
-biem CVSS: 81 (Cao) ,
- M6 ta: Lo hong cho phép doi tugng tan cong truy cap va ) .
CVE-2024- | thyc thi cAc hanh vi tr&i phép. Pl
6387 - Anh huong: OpenSSH. 6387
- Lo hong da c¢6 ma khai thac va dang bi khai thac trong
thuc té.
- biém CVSS: 9.8 (Nghiém trong)
CVE2024. | - MOt L3 hong cho phép dbi twong tan cong thyc thi ma https://nvd.nist.gov/vul
6327 tir xa. _ n/detail/CVE-2024-
- Anh huong: Progress Telerik Report Server 6327
- Lb hong dang bi khai théc trong thyc té.
- Piém CVSS: 9.8 (Nghiém trong)
-‘Mﬁ ta: L& hong cho phép déi tuong tan cdng thuc thi ma https://nvd.nist. govivul
CVE-2023- | thxa n/detail/CVE-2023-
45249 - Anh huong: Acronis Cyber Infrastructure 45049
- Lo hong da c6 ma khai thac va dang bi khai thac trong
thuc té.
- biém CVSS: 9.8 (Nghiém trong)
-‘I\/IG ta: LS hong cho phép déi tuong tan cdng thuc thi ma https://nvd nist.gov/vul
CVE-2024- | thrxa n/detail/CVE-2024-
36401 - Anh huong: GeoServer 36401
- L6 hong da c6 ma khai thac va dang bi khai thac trong
thuc té.
- Piém CVSS: 9.8 (Nghiém trong)
-‘Mﬁ ta: L& hong cho phép déi tuong tan cdng thuc thi ma s sl
CVE-2024- | thrxa n/detail/CVE-2024-
23692 - Anh huong: Rejetto HTTP File Server 23692
- L6 hong da c6 ma khai thac va dang bi khai thac trong
thuc té.
- biem CVSS: 7.5 (Cao)
- Mb ta: LS hong cho phép dbi tugng tin cong truy cap va _ .
CVE-2024- | thuc thi cac hanh vi trai phep. Efézig%%rgsgggz/w'
38112 - Anh huong: Windows 10, Windows 11, Windows Server 38112
2008, Windows Server 2012, Windows Server 2016,
Windows Server 2019, Windows Server 2022.
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- L6 hong di c6 ma khai thac va dang bi khai théc trong
thuc té.
-Piém CVSS: 6.8 (Cao) ,
- M6 ta: Lo hong cho phép doi tugng tan cong truy cap va ) .
;| CVE-2024- | thycthi céc hanh vi trdi phép. gL g
37085 - Anh huong: VMware ESXi 37085
- Lo hong da ¢6 ma khai thac va dang bi khai thac trong
thuc té.
-biem CVSS: 7.5 (Cao) ,
- M6 ta: Lo hong cho phép doi tugng tan cong truy cap va . .
5 | CVE-2024- | thyc thi céc hanh vi rdi phép. s g0
36991 - Anh huong: Splunk Enterprise trén Windows. 36091
- Lo hong da c6 ma khai thac va dang bi khai thac trong
thuc té.
- biém CVSS: 8.1 (Cao)
CVE-2006. | - Mo ta: LS hc‘;pg cho phép dbi fuong tan cong thuc hién https://nvd.nist.gov/vul
9 5051 tan cong tur choi dich vu, thuc thi ma tir xa. n/detail/CVE-2006-
- Anh huong: OpenSSH. 5051
- L5 hong dang bi khai thac trong thyc té.
- biém CVSS: 10.0 (Nghiém trong)
CVE2004. | - MOt LS hong cho phép déi tuong tan cdng truy cap va https://nvd.nist.gov/vul
10 20419 thuc thi cac hanh vi trai phép. n/detail/CVE-2024-
- Anh huong: Cisco Smart Software Manager On-Prem 20419
- Lb hong dang bi khai théc trong thuc té.
- biém CVSS: 9.8 (Nghiém trong)
- M0 ta: LS hong cho phép ddi tuong tan cong thuc hién _ .
CVE-2024- | tan cong tir chdi dich vy, thyc thi ma tir xa, truy cap va thuc Mgl L DL
11 N n/detail/CVE-2024-
20401 thi cac hanh vi trai phép 20401
- Anh huong: Cisco Secure Email Gateway
- Lb hong dang bi khai théc trong thuc té.
- biém CVSS: 8.1 (Cao)
- M6 ta: LS hong cho phép dbi tugng tin cong truy cap va
CVE-2024- thuc thi cac hz‘inh_ vi trai phép. _ _ https:/{nvd.nist.gov/vul
12 21412 - Anh huéng: Windows 10, Windows 11, Windows 2019, | n/detail/CVE-2024-
Windows 2022. 21412
- b héng da c6 ma khai thac va dang bi khai théc trong
thuc té.

3. Thong tin cac 16 héng an toan thong tin trong cac san pham Microsoft cong bd thang 8/2024

STT| CVE Mo ta Link tham khao
- Piém CVSS: 9.8 (Nghiém trong) _ .
CVE- | - Mo ti: L3 héng trong Windows TCP/IP cho phép déi | NiPS-/msre.microsoft.co
ISR Z m/update-
1 2024- | tugng tan cong thyc thi ma tir xa. uidevulnerability/CVE-
38063 | - Anh huong: Windows 10, Windows 11, Windows g

Server 2008, 2012, 2016, 2019, 2022.

2024-38063
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- Piém CVSS: 9.8 (Cao)
- Mo ta: Lo hong trong Windows Line Printer Daemon

https://msrc.microsoft.co

CVE- | (LPD) Service cho phép d01 tuong tAn cong thyc thi ma m/undate-
2024- | tirxa. Thong tin chi tiét vé 16 hong da dugc cong bd cong up -
guide/vulnerability/CVE-
38199 | knal 2024-38199
- Anh hudéng: Windows 10, Windows 11, Windows
Server 2008, 2012, 2016, 2019, 2022.
- Diém CVSS: 8.8 (Cao) ,
- M6 ta: Ld hong trong Microsoft Project cho phép doi ) .
CVE- | tuong tin cong thuc thi ma tir xa. L3 héng hién dang b mﬂzé/g;rc'mlcmsonco
2024- | khai thic trong thyc (€. guide/vulnerability/ CVE-
38189 | - Anh huong: Microsoft Project 2016, Microsoft Office 2024-38189
2019, Microsoft 365 Apps for Enterprise, Microsoft
Office LTSC 2021.
https://msrc.microsoft.co
CVE- 7 m/update-
2024- | - biem CVSS: 8.4 (Cao) | guide/vulnerability/CVE-
38218 | - M6 ta: Lo hong trong Microsoft Edge cho phep doi | 2024-38218
CVE- | tuong tan cong thuc thi ma tr xa. https://msrc.microsoft.co
2024- | - Anh huong: Microsoft Edge (Chromium-based). m/update-
38219 guide/vulnerability/ CVE-
2024-38219
- Biém CVSS: 7.8 (Cao)
- Mo ta: Lo hong trong Windows Ancillary Function hitos://msre.microsoft.co
CVE- | Driver for WinSock cho phép doi trong tan cong thyc hién m /E | date- ' '
2024- | leo thang ddc quyén. Lo hong hién dang bi khai thac trong] . P -
X guide/vulnerability/ CVE-
38193 | thyc te. 2024-38193
- Anh huong: Windows 10, Windows 11, Windows
Server 2008, 2012, 2016, 2019, 2022.
- Biem CVSS: 7.8 (Cao)
- M6 ta: Lo hong trong Windows Power Dependency hitos://msre.microsoft.co
CVE- | Coordinator cho phép doi twong tan cong thuc hién leo m /B : date- ' '
2024- | thang ddc quyén. Lo hong hién dang bi khai thac trong thuc| . dp Aulnerability/CVE
38107 | . ng e/vulnerability; -
- Anh huong: Windows 10, Windows 11, Windows 024-38107
Server 2012, 2016, 2019, 2022.
https://msrc.microsoft.co
CVE- 2 . m/update-
2024 |~ Diem CVSS: 78(Cao) . .z | guide/vulnerability/CVE-
- Mo ta: Lo hong trong Microsoft Excel cho phép doi
38170 SR S 2024-38170
_ | tuong tan cong thuc thi ma tir xa. i .
CVE \ : . https://msrc.microsoft.co
- Anh hudng: Microsoft 365 Apps for Enterprise,
2024- | \picrosoft Office LTSC for Mac 2021 m/update-
38172 ' guide/vulnerability/ CVE-
2024-38172
- Piém CVSS: 7.8 (Cao)
CVE- |” MO ta: Lo hong trong Microsoft PowerPoint cho phép | https:/msrc.microsoft.co
2024- doi tuong tan cong thyc thi ma tir xa. m/update-
38171 |- Anh hudng: Microsoft PowerPoint 2016, Microsoft | guide/vulnerability/ CVE-

Office 2019, Microsoft Office LTSC 2021, Microsoft

365 Apps for Enterprise.

2024-38171
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- Piém CVSS: 7.5 (Cao)
CVE- |- MO ta: L5 hong trong Scripting Engine cho phép déi | https://msrc.microsoft.co
9 2024- twong tAn cong thuc thi ma tir Xa. L3 hong hién dang bi m/ypdate- 3
38178 khai théc trong thuc té. guide/vulnerability/CVE-
- Anh huéng: Windows 10, Windows 11, Windows | 2024-38178
Server 2012, 2016, 2019, 2022.
- Piém CVSS: 7.3 (Cao)
CVE- |~ MO ta: LS’héng trong Windows Update Stack cho phép | https:/msrc.microsoft.co
10 2024- doi tuong tan cong thue hién leo thang dac quyén. Thong m/}deate- N
38202 tin chi tict vé 10 hong da dugc cong bo cong khai. guide/vulnerability/CVE-
- Anh huéng: Windows 10, Windows 11, Windows | 2024-38202
Server 2016, 2019, 2022.
- Piém CVSS: 7.0 (Cao)
CVE- |~ MO ta: L3 hong trong Windows Kernel cho phep fiéi https://msrc.microsoft.co
1 2024 | tuong tan cong thyc hién leo thang dac quyen. Lo hong m/_update- 3
38106 hién dang bi khai thac trong thuc te. guide/vulnerability/ CVE-
- Anh huéng: Windows 10, Windows 11, Windows | 2024-38106
Server 2012, 2016, 2019, 2022.
- Piém CVSS: 6.7 (Cao)
- Mo ta: L(:)’h(x)ng trong Windows Secure Kernel Mode https://msrc.microsoft.co
CVE- | cho phép doi tuong tan cong thuc hién leo thang ddc / ' date- ' '
12 2024- | quyén. Thong tin chi tiét vé 10 hong da dugc cong bd cong /upoa -
21302 | Khai. guide/vulnerability/CVE-
: . : : 2024-21302
- Anh huéng: Windows 10, Windows 11, Windows
Server 2016, 2019, 2022.
- Piém CVSS: 6.7 (Cao)
CVE- |” MO ta: L& héng trong Microsoft Outlook cho phép ddi | https:/msrc.microsoft.co
13 o024~ | twong tan cong thuc thi ma tur xa. ' m/_update- 3
38173 |- Anh huong: Microsoft Outlook 2016, Microsoft Office | guide/vulnerability/CVE-
2019, Microsoft Office LTSC 2021, Microsoft 365 Apps | 2024-38173
for Enterprise.
- Piém CVSS: 6.5 (Cao)
CVE- |- MO ta: Ld hong trong Microsoft Office cho phép ddi | https://msrc.microsoft.co
14 2024- tuong tin cong thyc hién tAn cong gia mao (spoofing). m/ypdate- N
38200 Thong tin chi tiét vé 16 hong da dugc cong bd cong khai. | guide/vulnerability/CVE-
- Anh hudng: Microsoft Office 2016, 2019, Microsoft | 2024-38200
365 Apps for Enterprise, Microsoft Office LTSC 2021.
- Diém CVSS: 6.5 (Cao)
CVE- |° Mo ta: Lo hong trong Windows Mark of the Web | https://msrc.microsoft.co
15 2024- Security cho phep ddi twong tAn cong vuot qua co chébao m/_update- 3
38213 vé. Lb hong hién dang bi khai thac trong thyec té. guide/vulnerability/CVE-
- Anh huong: Windows 10, Windows 11, Windows | 2024-38213
Server 2012, 2016, 2019, 2022.

KHUYEN NGHI VA HUONG DAN KHAC PHUC

- Nham dam bao an toan thdng tin cho hé thong thong tin, dé nghi céc co quan,
don vi, dia phuong chi dao bo phan chuyén trach ve cong nghé thong tin/an toan thong
tin phoi hop véi bo phan cd lién quan thuc hién kiém tra, ra soat, xac dinh may tinh
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str dung hé dieu hanh Windows c6 kha ndng bi anh hueng va tién hanh cap nhat ban
va kip thoi cho cac 16 hong bao mat néi trén theo hudng dan ctaa hang dé tranh nguy
co bi tan cong.

- Tang cuong giam sat va sin sang phuong an xt ly khi phat hién c6 dau hiéu bi
khai théc, tan cong Mang; déng thoi thuong xuyén theo doi kénh canh bao cua cac co
quan chirc ning va cac td chtc 10n vé an toan thong tin dé phat hién kip thoi cac nguy
co tan céng mang.

- Tuyén truyén thuong xuyén, lién tuc ti toan thé can bg, cong chiic, vién chic,
ngudi lao dong cua co quan, don vi minh nham nang cao nhan thac va trang bi Ky
nang dam bao an toan thong tin trén khéng gian mang.

- Trong trudng hop can thiét ¢d thé lién hé dau méi hd tro:

+ Ong Ngd Nguyén Long, cong chuc biét phai Phong Van hoa va Thong tin, sb
dién thoai: 0943.905.333.

4. Tai liéu tham khao

https://msrc.microsoft.com/update-quide/
https://www.zerodayinitiative.com/blog/2024/1/9/the-january-2024-security-
update-review



https://msrc.microsoft.com/update-guide/
https://msrc.microsoft.com/update-guide/
https://www.zerodayinitiative.com/blog/2024/1/9/the-january-2024-security-update-review
https://www.zerodayinitiative.com/blog/2024/1/9/the-january-2024-security-update-review
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